ABSTRACT Radio frequency identification (RFID) is one of the key technologies of the Internet of Things, which has been widely applied to many scenarios, such as tracking, warehouse monitoring, and vehicular social network. In such applications, some of the objects are attached with low-cost tags, which need to be monitored carefully. Hence, the object monitoring can be achieved by missing tag detection in the RFID system. However, unknown tags, whose IDs are not known by the reader in prior, may exist in the system to interfere the missing tag detection and reduce the time efficiency. In this paper, we propose a segmented bloom filter-based missing tag detection scheme called SBFMD, which consists of two phases, i.e., deactivation phase and detection phase. The idea behind the proposed SBFMD scheme is to eliminate the useless slots away from the bloom filter-based frame to improve the detection efficiency. We theoretically optimize the parameters of the proposed SBFMD scheme to maximize the efficiency with a required reliability. Extensive simulations are conducted to evaluate the performance of the proposed SBFMD scheme, the results of which validate its effectiveness.
I. INTRODUCTION A. BACKGROUND
Radio Frequency Identification (RFID) technology has made remarkable progress in recent years and is widely applied to many scenarios such as tracking [4] , warehouse monitoring [25] and vehicular social network [9] , [20] , [28] due to its distinct characteristics including low cost, non-lineof-sight, long lifetime, etc. In most applications, an RFID system consists of one or multiple readers, a lot of RFID tags and a back-end server. Specially, the RFID reader equipped with antennas can collect information from the tags within its interrogated area. The back-end server provides computing capacity and storage space for the reader. Each tag equipped with a low-cost microchip has a unique serial number, i.e., tag ID. In general, there are two categories of tags: passive tags and active tags. Passive tags have no power source, which can harvest the energy from the reader's electromagnetic waves. While the active tags are driven by their own internal power sources, making them be able to communicate with the reader directly.
B. PROBLEM AND INTENTION
The theft, supplier fraud and staff errors gave rise to 44 billion dollars in loss for U.S. retail industry in 2014 according to a recent study [18] . The emergence of RFID technology can greatly reduce the losses caused by the missing products through monitoring the products equipped with tags. Obviously, the missing products can be discovered by missing tag detection in the RFID system. In recent years, a large number of outstanding works have emerged for missing tag detection, and lots of protocols were proposed in these existing works. However, these protocols have some common defects.
On one hand, some of the existing protocols consider an ideal environment, while there may be lots of interference of unknown tags. On the other hand, the detection efficiency of the existing protocols fails to be optimal.
In this paper, we focus on missing tag detection with a required reliability in a time-efficient way. To this end, there are two challenges that need to be addressed properly. The first challenge is how to eliminate the interference of unknown tags. The false negative, which considers the missing tags as present ones, will occur due to the presence of unknown tags. As a consequence, the detection reliability and the time efficiency will be relatively low. In order to ensure that the actual detection reliability satisfies the required reliability, we need to estimate the number of unknown tags firstly. Then the operations of unknown tag deactivation are implemented to eliminate the interference of unknown tags. The other challenge is how to increase the detection efficiency based on the existing protocols. In this paper, segmented Bloom filter is deployed, which consists of f slots, where f is the frame size. However, some of these slots are useless for unknown tag deactivation and missing tag detection, hence the useless slots are supposed to be eliminated away from the segmented Bloom filter based frame for execution efficiency.
C. PROPOSED SCHEME
Constrained by these challenges, the existing protocols can not excellently solve the problem of missing tag detection. In this paper, we utilize the useful slots of segmented Bloom filter based frame to detect the missing tags in the RFID system. We propose a reliable and time-efficient scheme named Segmented Bloom Filter based Missing tag Detection scheme (SBFMD). SBFMD consists of two phases, i.e., deactivation phase and detection phase. In particular, the deactivation phase consists of two subphases as well: (a) cardinality estimation subphase and (b) unknown tag deactivation subphase.
1) DEACTIVATION PHASE a: CARDINALITY ESTIMATION SUBPHASE
In this subphase, the reader firstly constructs an expected frame based vector by mapping all the IDs of known tags into a multi-bit array. Then the vector is divided into multiple segments which are sequentially broadcasted. After that, each tag will decide whether or not to reply on basis of its associated bit in the corresponding segment. The tag whose associated bit is ''0'' will reply, then it is regarded as an unknown tag and deactivates itself in the rest of time. Moreover, the estimated number of unknown tags can be obtained on the basis of the number of unknown tags that have been newly deactivated.
b: UNKNOWN TAG DEACTIVATION SUBPHASE
At the beginning of each round in this subphase, the reader constructs a Bloom filter vector, then the vector is divided into multiple segments which are sequentially broadcasted. After that, each active tag selects multiple corresponding bits in the segments to check their values, if any of these bits is ''0'', then the tag realizes that it is an unknown tag and deactivates itself in the rest time.
2) DETECTION PHASE
At the beginning of each round in this phase, the reader constructs a virtual Bloom filter vector, then the vector is divided into multiple segments which are sequentially broadcasted. Then the specific active tags reply and the reader detects the missing tag event by checking the responses from the active tags.
D. MAIN CONTRIBUTIONS
The main contributions of this paper are summarized as follows:
• Firstly, we propose a time-efficient and reliable scheme SBFMD which removes the useless slots to eliminate the interference of unknown tags and improve detection efficiency;
• Secondly, we conduct theoretical analysis on the optimization of parameters to maximize the execution efficiency;
• Finally, we implement the proposed SBFMD scheme and the existing BMTD protocol, the simulation results of which illustrate the effectiveness of the proposed SBFMD scheme. The rest of this paper is organized as follows. Section II retrospects related works about missing tag detection. Section III formulates the problem to be solved in this paper. In section IV, we describe the proposed scheme SBFMD in detail. In section V, we conduct theoretical analysis on parameter optimization. In section VI, we carry out the performance evaluations. Finally, section VII is the conclusion of this paper.
II. RELATED WORK
Lots of outstanding works [1] , [2] , [26] , [27] have emerged with the rapid development of RFID technology in recent years. These works involve various fields, such as unknown tag detection, tag cardinality estimation [13] , [30] , [34] , tag positioning, missing tag detection [3] , [16] , [31] and missing tag identification [10] , etc. In this paper, we concentrate on missing tag detection. Specifically, the methods of missing tag detection can be divided into the probabilistic and the deterministic. Moreover, we also need to estimate the number of unknown tags to eliminate their interference. In this section, we will retrospect the related works involving the following three issues.
A. CARDINALITY ESTIMATION
The target of the cardinality estimation is to estimate the number of tags in the RFID system with a required reliability. In [19] , Qian et al. proposed a protocol called LoF which combined LPE with geometric distribution. LoF used ALOHA frames as bitmaps to estimate the cardinality of tags. Xiao et al. [29] proposed two protocols: a baseline protocol and an improved one-phase protocol with easy labor to efficiently monitor the tag populations in dynamic RFID systems, which considered the presence of new tags (unknown tags). In [21] , a new cardinality estimation scheme was proposed called ART which was based on the average run-length of nonempty slots with the framed slotted Aloha protocol. In [8] , A 3 was proposed which can reliably estimate the number of tags with any desired accuracy. A 3 got a rough estimated number at the first phase, and obtained the final estimated value in the second phase. Liu et al. [14] proposed REB to estimate the number of genuine tags using the framed slotted Aloha protocol with the presence of blocker tags.
B. PROBABILISTIC PROTOCOLS
The target of the probabilistic protocols is to detect that whether there are any missing tags in the RFID system with a required reliability. In [24] , the first probabilistic protocol TRP was proposed. The TRP computed a slotted frame firstly, then the missing tag event was detected by comparing the frame with the executed frame. However, compared with SBFMD, TRP did not consider the interference of unknown tags. Another limitation of TRP is that the frame size was required to exceed the C1G2 specified upper limit of 2 15 for a large population, which is not realistic in an actual RFID system. Shahzad and Liu [22] proposed RUN which considered the influence of unknown tags. However, a limitation of RUN is that it did not fundamentally eliminate the interference of unknown tags with the increase of the number of unknown tags. In [31] , Yu et al. proposed BMTD based on Bloom filter. BMTD consisted of two phases, in the phase 1, the interference of unknown tags was reduced greatly by using Bloom filter, and missing tag event was detected in the phase 2. However, the time efficiency of BMTD which did not eliminate the useless slots was not optimal.
C. DETERMINISTIC PROTOCOLS
The target of the deterministic protocols is to identify which tags are missing exactly. Li et al. [10] proposed a series of protocols for the accurate identification of missing tags, in particular, the IIP was optimal. In [32] , Zhang et al. proposed three protocols to quickly identify the missing tags in a large-scale RFID system. The protocols compared the bitmaps of tag responses in all round to identify the missing and present tags. In [5] , two protocols B-ERMI and E-ERMI were proposed which identified the missing tags by comparing the expected frame with the executed frame in all rounds.
III. PROBLEM STATEMENT A. SYSTEM MODEL
As shown in Fig. 1 , an RFID system consists of a backend server, a reader, N known tags and U unknown tags. And m out of N known tags are missing, which need to be detected. The rest of known tags are the present tags, and the number of which is N − m. In our application, each tag has its own power source to communicate with reader and has a unique 96-bit ID stored in the database of the back-end server. However, the back-end server does not have any information about unknown tags including IDs and the number of unknown tags, nor does it know the number of missing tags. In this paper, we consider the back-end server and the reader as an entirety represented as ''reader'' due to the high data rate communication between back-end server and reader. Furthermore, the time calculated by back-end server and tags is not within the time of the SBFMD scheme execution for simplicity.
In a large-scale RFID system, there will be multiple readers. In this case, the readers must be synchronized and coordinated by the back-end server such as [13] , [21] , and [22] . Note that our proposed scheme SBFMD can be easily applied to the situation of multiple readers through logical OR operations, hence we focus on the situation of single reader in this paper.
B. PROBLEM FORMULATION
In this paper, we concentrate on detecting the missing tag event efficiently with a required reliability for an RFID system which has a large number of unknown tags. In an RFID system, we use N to present the number of known tags which are supposed to be monitored carefully. We assume that m known tags out of these N tags are missing. Let U present the number of unknown tags. Therefore, the problem can be defined as follows.
Definition 1: In an RFID system with N known tags (including m missing tags) and U unknown tags, given a required detection reliability α ∈ (0, 1), we need to detect a missing tag event with probability greater than α when m ≥ M , where M denotes the threshold on the number of missing known tags. Table 1 summarizes the main symbols in this paper. VOLUME 6, 2018 
C. COMMUNICATIONS BETWEEN READER AND TAGS
In this paper, we adopt the framed slotted Aloha protocol [7] , [22] , [23] , [32] , which avoids the arbitrariness of data transmission, reduces data conflicts and improves the utilization of channels, to enhance the transmission efficiency between the reader and tags. The communications between reader and tags consist of a series of frames, each of which can be divided into many time slots. At the beginning of each frame, the reader broadcasts parameters f , k, R as a query command to the tags, where f is the frame size, k is the number of Hash functions and R is a random seed. After receiving the query command, each tag selects the corresponding k slots from the frame to reply by calculating
mod f and loads the slot index into a slot counter sc, where
Therefore, the slot counter sc uniformly ranges in [0, f − 1]. Then the reader sequentially executes every slot in the frame. It broadcasts a 'slot end' command to terminate the current slot and initiate the next one, after which each tag decreases its slot counter sc by one. When a tag's sc becomes zero, then the tag will reply with a predetermined message to the reader in the coming slot. After a frame is completely executed, the reader can classify each slot into one of two types: empty slot with no tag reply and nonempty slot with one or multiple tag replies. Moreover, the slots can also be classified into three categories based on their lengths: tag slot, long response slot and short response slot which are denoted as t tag , t l and t s respectively. The lengths of slots, which depend on what kind of message a tag transmits in each of the slots, can be respectively set as t tag = 2.4 ms, t l = 0.8 ms and t s = 0.4 ms in accordance with [11] , [12] , [17] , [32] . In this paper, we deploy the segmentation technique, which divides the vector corresponding to the expected frame into multiple segments, each of which consists of 96 bits and can be transmitted within t tag . Then reader sequentially broadcasts the segments to the tags, after which each tag can interpret the segment it is mapping to and only the slots with certain status will be executed. Slot utilization can be greatly improved by using the segmentation technique, which has been adopted by [6] , [11] , [15] and [33] .
IV. DESCRIPTION OF THE PROPOSED SBFMD SCHEME
To detect the missing tag event in an RFID system for a required reliability with a large number of unknown tags, we propose a Segmented Bloom Filter based Missing tag Detection scheme called SBFMD, which consists of two phases: (1) deactivation phase and (2) detection phase. In this section, we will give the detailed description of the SBFMD scheme.
A. DEACTIVATION PHASE
In the deactivation phase, we aim to obtain the estimation of unknown tag number and use segmented Bloom filter to eliminate the interference of unknown tags. Specifically, the deactivation phase consists of two subphases: (a) cardinality estimation subphase and (b) unknown tag deactivation subphase.
1) CARDINALITY ESTIMATION SUBPHASE
There is one round in the cardinality estimation subphase. At the beginning of this subphase, the reader constructs an expected frame based vector by mapping the IDs of all known tags into an f -bit array using one Hash function with the random seed R, and broadcasts f , R to all the tags. The vector represents the expected statues of slots and is denoted as VE. The reader encodes VE as follows: if the associated slot is expected to be empty, then the bit of VE is set as ''0'', otherwise ''1''. Subsequently, the reader divides VE into f /96 segments and sequentially broadcasts each of them to all the tags. After a segment is broadcasted, a corresponding subframe is executed immediately. In this subphase, we set the frame size as the number of known tags which is known in advance, i.e., f = N . Note that, in order to maximize the execution efficiency, we introduce an upper bound of the frame size f max . Thus, f can be set as:
After a tag receives the parameters and the segment it is mapping to, it needs to decide whether or not to reply. Let X i represent the bit index of the tag i in the corresponding segment it is mapping to, which is determined by calculating (H(ID, R) mod f ) − ( (H(ID, R) mod f )/96 −1) × 96. Then the tag whose associated bit in the corresponding segment is ''1'' will keep silent in this subphase. After that, the number of bits whose values are ''1'' before the associated bit of the active tag i in the corresponding segment can be calculated, which is denoted as d i . Then each active tag selects its slot in a corresponding actual subframe to transmit a short response by calculating X i − d i . Therefore, f /96 vectors corresponding to the actual subframes are constructed by the responses of the active tags, which are denoted as VA 0 , · · · , VA f /96 −1 respectively. According to the responses, the reader sets the associated bit of VA n (0 ≤ n ≤ f /96 − 1) as ''0'' with no tag reply, otherwise ''1''. And the tag whose associated bit in VA n is ''1'' is considered as an unknown tag and deactivates itself in the rest of the time.
Let U * denote the expected number of newly deactivated unknown tags in the cardinality estimation subphase, then we can obtain U * as follows:
After this subphase is finished, the estimation of U is obtained, i.e.,Û = e N f · U * , whereÛ is the estimated number of unknown tags. And the number of remaining active unknown tags also can be obtained, i.e., U − U * . Subsequently, the reader enters the unknown tag deactivation subphase.
2) UNKNOWN TAG DEACTIVATION SUBPHASE
In this subphase, there are r rounds to deactivate the unknown tags. Specifically, at the beginning of the i-th (i = 1, 2, · · · , r) round, the reader constructs a virtual Bloom filter vector denoted as VB 1 by mapping the IDs of all known tags into an f i -bit array using k Hash functions with the random seed R i , and broadcasts f i , k and R i to all the tags. The reader encodes VB 1 as follows: if the associated slot is expected to be empty, then the bit of VB 1 is set as ''0'', otherwise ''1''. After that, the reader divides VB 1 into f i /96 segments and sequentially broadcasts each of them to all the tags.
After an active tag receives the parameters and the segments it is mapping to, it will check the values of its associated k bits in the corresponding segments by calculating (
If all of the k bits are ''1'', then the tag realizes that it is a known tag. If any of the k bits is ''0'', then the tag realizes that it is an unknown tag and deactivates itself in the rest of time. We will conduct theoretical analysis to determine the values of f i , k and r in Section V.
After this subphase is finished, the number of remaining active unknown tags is obtained, which is denoted as U s . Subsequently, the reader begins the detection phase.
B. DETECTION PHASE
In the detection phase, there are w rounds and we still use segmented Bloom filter to detect the missing tag event. At the beginning of the j-th (j = 1, 2, · · · , w) round of the detection phase, the reader constructs a virtual Bloom filter vector denoted as VB 2 by mapping the IDs of all known tags into an f j -bit array using h Hash functions with the random seed R j , and then broadcasts f j , h and R j to all the tags. The reader encodes VB 2 as follows: if the associated slot is expected to be empty, then the bit of VB 2 is set as ''0'', otherwise ''1''. After that, the reader divides VB 2 into f j /96 segments and sequentially broadcasts each of them to all the tags. After a segment is broadcasted, a corresponding subframe is executed immediately. How the values of f j , h and w are calculated is discussed in Section V.
After an active tag receives the parameters and the segments it is mapping to, it needs to decide whether or not to reply. Let Y n1 , · · · , Y nh respectively represent the h bit indexes of the tag n in each of the segments it is mapping to, which are determined by calculating (H 1 (ID, R j 
The tag, at least one of whose associated h bits in the corresponding segments is ''0'', will keep silent in the current round. Then the numbers of bits whose values are ''0'' before each of h associated bits of the active tag n can be calculated in the each of corresponding segments, which are denoted as l n1 , · · · , l nh respectively. Subsequently, each active tag transmits short responses at positions Y n1 − l n1 , · · · , Y nh − l nh in each of the corresponding actual subframes. Therefore, f j /96 actual Bloom filter vectors are constructed by the responses of all the active tags which are denoted as AB 0 , · · · , AB f j /96 −1 respectively. AB c (0 ≤ c ≤ f j /96 − 1) can be encoded as follows: the reader sets the associated bit as ''0'' with no tag reply, otherwise ''1''. Therefore, a missing tag event can be detected when all h associated bits of a known tag in segments of VB 2 are ''1'' and at least one of the associated h bits in the corresponding AB c is ''0''. If a missing tag event is detected, then the reader terminates the SBFMD scheme immediately. Otherwise, the SBFMD scheme will continue until all the w rounds are executed. If there is no missing tag event detected by the reader after w rounds, we consider that the number of missing tags m is less than the threshold M .
C. INSTANCE OF SBFMD
We list a simple example to illustrate the implementation of proposed SBFMD scheme. Supposing that an RFID system has a reader, 9 tags consisting of 6 known tags and 3 unknown tags. Tags 1, 2, 3 and 4 are present and tags 5, 6 are missing. The reader is not aware of the presence of tags 7, 8 and 9. Meanwhile, we set the segment size as 4 in this example.
As shown in Fig. 2 , in the cardinality estimation subphase, the reader first constructs an expected frame based vector VE and broadcasts the parameters to all the tags, then VE is divided into two segments which are sequentially broadcasted to all the tags. We set the frame size f as N , i.e., f = 6. After receiving the segments of VE, each tag calculates the corresponding X i , obviously, X 1 = 3, X 2 = 0, X 3 = 3, X 4 = 1, X 6 = 1 and X 8 = 3 in the segment 1; X 5 = 0, X 7 = 1 and X 9 = 0 in the segment 2. As a consequence, tags 1, 2, 3, 4, 8 and 9 will keep silent in this subphase since their associated bits are ''1''. And then tag 7 counts the number of bits whose values are ''1'' before its associated bit in the segment 2, i.e., d 7 , obviously, d 7 = 1. Subsequently, tag 7 transmits a short VOLUME 6, 2018 response at position X 7 − d 7 , i.e., 0 in the second subframe. Then two actual subframe vectors VA 0 , VA 1 are constructed. As shown in Fig. 2 , tag 7 realizes that it is an unknown tag and deactivates itself in the rest of time. However, tags 8 and 9 are expected to participate in the next subphase because they do not reply in this subphase. Then the reader enters the unknown tag deactivation subphase.
In the unknown tag deactivation subphase, we assume that r = 1, k = 2 and f i = 8. At the beginning of this subphase, the reader constructs a virtual Bloom filter vector VB 1 and broadcasts k, f i and the random seed R i to all tags. Then VB 1 is divided into two segments which are sequentially broadcasted. After receiving the parameters and the segments, each active tag calculates (
× 96 in the corresponding segments to confirm its identity . As shown in Fig. 2 , one of the two associated bits of tag 8 in the segment 2 of VB 1 is ''0'', then tag 8 realizes that it is an unknown tag and deactivates itself in the rest of time. On the contrary, tag 9 considers that it is a known tag because all of its two associated bits in the segment 2 of VB 1 are ''1''.
As shown in Fig. 3 , the reader enters the detection phase. Firstly, the reader constructs a virtual Bloom filter vector VB 2 and broadcasts f j , h and R j to all the tags. Then VB 2 is divided into two segments which are sequentially broadcasted. Here we assume that w = 1, f j = 8 and h = 2. Then each active tag calculates the corresponding Y nh , obviously, l 91 = 0, l 92 = 0. After that, each active tag selects two slots in the corresponding actual subframes by calculating Y nh −l nh to transmit short responses. As a consequence, two actual Bloom filter vectors AB 0 and AB 1 are constructed. Therefore, tag 6 is considered as a missing tag according to the AB 1 , then the reader terminates SBFMD immediately. However, tag 5 is not detected due to the presence of unknown tag 9.
V. PARAMETER OPTIMIZATION
In order to minimize the whole execution time of SBFMD while satisfying the required reliability, we will optimize parameters f i , r, k, f j , w and h respectively.
A. OPTIMIZATION OF f i AND k IN UNKNOWN TAG DEACTIVATION SUBPHASE
The target of the unknown tag deactivation subphase is to eliminate unknown tags' interference. As a consequence, the frame size f i and the number of Hash functions k should be optimized to minimize the time of deactivation in each round.
In an arbitrary round i of the unknown tag deactivation subphase, an unknown tag can be deactivated only if at least one of the slots it selects is not selected by any known tags. Let U i denote the expected number of newly deactivated unknown tags in the i-th round of unknown tag deactivation subphase, then we can get:
where U i is the number of remaining active unknown tags before the i-th round of unknown tag deactivation subphase. Obviously, U 1 = U − U * . Then we can get the execution time of each round in the unknown tag deactivation subphase. Note that the reader needs f i /96 + 1 tag slots to broadcast the segments and the parameters. Let T i denote the execution time of the i-th round in the unknown tag deactivation subphase, therefore, we can get:
As a consequence, the average time of deactivating an unknown tag in the unknown tag deactivation subphase can be calculated as follows:
We adopt the integer programming to determine the values of f i and k to minimize
as follows:
where N + represents the set of positive integers and k max is the maximum number of Hash functions in the unknown tag deactivation subphase [17] .
B. OPTIMIZATION OF h, w AND f j IN DETECTION PHASE
According to Eq. (1), we can get the expected number of remaining active unknown tags after the deactivation phase as follows. For the i-th round of the unknown tag deactivation subphase, we can obtain:
. . .
Then the expected number of remaining active unknown tags after the deactivation phase can be obtained as:
In the detection phase, the missing tag may not be detected due to the presence of remaining active unknown tags, i.e., false negative. Let P j denote the false negative rate in the j-th round of the detection phase, then we can get:
where S is the number of remaining active tags after the deactivation phase, obviously, S = N + U s − m. Then the probability that at least one missing tag event is detected can be calculated as 1 − P m·w j , since the detection is supposed to satisfy the required reliability α, we can get 1 − P m·w j ≥ α. Considering the critical condition, that is, 1 − P m·w j = α,
according to Eq. (3). Hence, we can obtain:
Clearly, the frame size determines the time of missing tag detection. Moreover, f j is a function depending on w and h according to Eq. (4). To minimize the execution time of the detection phase, we calculate the partial derivatives of f j with respect to h and w respectively.
Firstly, the partial derivative of f j with respect to h is calculated as follows:
Let Eq. (5) equal 0, we can get:
Moreover, when h < ln(1−α) m·w·ln 1 2 , f jh < 0, and when h > ln(1−α) m·w·ln 1 2 , f jh > 0. Therefore, f j is minimum when h = ln(1−α) m·w·ln 1 2 . Then, the partial derivative of f j with respect to w is calculated as follows:
1 m·w·h < 1, f jw < 0, therefore, f j is monotonically decreasing with respect to w.
Since S = N + U s − m, it is obvious that the detection reliability is monotonically increasing and the execution time is monotonically decreasing with respect to the increase of the number of missing tags. In other words, the execution time is the maximum value when m = M with satisfying the required VOLUME 6, 2018 reliability, which is the worst case. Similarly, the execution time will decrease when m > M . Therefore, considering the worst case, we set h = ln(1−α) M ·w·ln 1 2 . As the number of Hash functions h is a positive integer, i.e., h ≥ 1, then we have .
C. EMPTY SLOT ELIMINATION IN DETECTION PHASE
In the detection phase, the empty slots are unhelpful for missing tag detection, therefore, eliminating empty slots can improve execution efficiency. The probability that a slot in an arbitrary round of the detection phase is empty can be calculated as:
therefore, the expected number of executed slots in an arbitrary round of the detection phase is:
D. OPTIMIZATION OF r IN UNKNOWN TAG DEACTIVATION SUBPHASE
In this subsection, we determine the value of r to minimize the whole execution time in the worst case which all w rounds of detection phase are executed. Let T denote the whole execution time in the worst case, T 1 denote the execution time of the deactivation phase and T 2 denote the execution time of the detection phase. Obviously, T = T 1 + T 2 .
In the cardinality estimation subphase, the probability that a slot is empty, which is denoted as P 1 , can be calculated as:
As a consequence,
otherwise, hence we can get the expectation of T 1 as follows:
Then the expectation of T 2 is calculated as follows: Therefore,
Obviously, the total execution time T is a function with respect to r according to Eqs. (2), (4), (7) and (8) . Moreover, the number of rounds r in the unknown tag deactivation subphase is a positive integer. Therefore, the optimal r can be easily obtained by minimizing the total execution time T .
VI. PERFORMANCE EVALUATION
In this paper, our target is to detect a missing tag event with the presence of a large number of unknown tags in a timeefficient and reliable way. In this section, we evaluate the performance of the proposed SBFMD scheme in MATLAB. For performance comparison, the existing BMTD protocol is implemented, which also considers the presence of unknown tags. Moreover, the parameters in BMTD are calculated according to the instructions of the paper. We illustrate the performance of proposed SBFMD scheme by comparing the actual detection reliability and the total execution time between the SBFMD scheme and BMTD protocol in the same conditions and environments. Note that we set the threshold of the number of missing tags M as 1, i.e., we need to detect a missing tag event as long as any of the known tags is missing, which is the hardest case for missing tag detection. Meanwhile, in this paper, the k max is set as 8 for the tradeoff between energy and time [17] . In this paper, the simulation results are obtained by averaging 1000 independent executions. And the following two metrics are adopted to evaluate the performance of our proposed SBFMD scheme.
1) ACTUAL DETECTION RELIABILITY
The ratio of the number of detected missing tag events to the certain number of independent executions.
2) DETECTION TIME
The time spent in both the deactivation phase and the detection phase, which is in terms of seconds. 
A. IMPACT OF NUMBER OF MISSING TAGS
In order to reveal the impacts of the number of missing tags, we set the number of known tags N = 2000, the number of unknown tags U = 5000 and the number of missing tags m varies from 1 to 50.
1) ACTUAL DETECTION RELIABILITY
As shown in Fig. 4 , the actual detection reliability of SBFMD and BMTD are displayed with different required reliability, i.e., α = 0.9 and α = 0.99, respectively. The Fig. 4 illustrates that the actual detection reliability of SBFMD and BMTD completely satisfies the required reliability when m ≥ M . Specifically, the actual detection reliability of both SBFMD and BMTD can reach hundred percent perfectly when m > M . It can be concluded that SBFMD and BMTD greatly eliminate the interference of unknown tags. 
2) DETECTION TIME
What is shown in Fig. 5 is the total execution time of SBFMD and BMTD while the number of missing tags increases from 1 to 50 for different required reliability, i.e., α = 0.9 and α = 0.99, respectively. Obviously, SBFMD is more timeefficient compared with BMTD. It also can be observed that the efficiency promotion of SBFMD is great since the useless slots are eliminated.
B. IMPACT OF NUMBER OF UNKNOWN TAGS
In this subsection, our objective is to get the relationship between the number of unknown tags and the actual detection reliability, total execution time respectively. As a consequence, we set the number of known tags and the number of missing tags as fixed values, i.e., N = 5000 and m = 1. And the number of unknown tags U varies from 1000 to 10000. Fig. 6 shows the impacts of the number of unknown tags on performance of actual detection reliability when the number of unknown tags increases with different required reliability, i.e., α = 0.9 and α = 0.99, respectively. It can be observed that both the SBFMD and BMTD schemes are not affected by the number of unknown tags and completely satisfy the required reliability, i.e., α = 0.9 and α = 0.99, respectively.
1) ACTUAL DETECTION RELIABILITY
2) DETECTION TIME Fig. 7 shows the total detection time of SBFMD and BMTD when the number of unknown tags increases with different required reliability, i.e., α = 0.9 and α = 0.99, respectively. Similarly, SBFMD can save more time compared with BMTD due to using the useful slots. In addition, the execution time of SBFMD and BMTD will not augment with the increase of the number of unknown tags, that is because both SBFMD and BMTD overcome the interference of unknown tags.
C. IMPACT OF NUMBER OF KNOWN TAGS
To find the impacts of the number of known tags on the actual detection reliability and total detection time respectively, we set the number of unknown tags U and the number Fig. 8 illustrates that both SBFMD and BMTD satisfy the required reliability, i.e., α = 0.9 and α = 0.99, respectively. It can be observed that the number of known tags hardly affect the actual detection reliability.
1) ACTUAL DETECTION RELIABILITY
2) DETECTION TIME Fig. 9 illustrates that the total execution time of SBFMD and BMTD will augment with the increase of the number of known tags for the different required reliability, i.e., α = 0.9 and α = 0.99, respectively. And the time efficiency of SBFMD scheme is much better than BMTD protocol.
VII. CONCLUSION
In this paper, we have investigated and formulated the problem of detecting the missing tags with a required reliability for large-scale RFID systems with the presence of a large number of unknown tags. We firstly propose a reliable and time-efficient scheme called SBFMD, then the parameters of SBFMD are optimized to minimize the execution time. In addition, we conduct extensive simulations to evaluate the performance of the proposed SBFMD scheme and the simulation results illustrate that our proposed SBFMD scheme outperforms the BMTD protocol.
